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Abstract:  
Hazard and Operability (HAZOP) Analysis and Failure Mode and Effect Analysis (FMEA) 
are among the most widely used safety analysis procedures in the development of safety-
critical and embedded systems. These analyses are generally perceived as complex and time-
consuming, hindering an effective reuse of previous results or experiences. In this paper we 
present a conceptual semantic case-based framework for safety analysis, which facilitates the 
reuse of previous HAZOP and FMEA experiences in order to reduce the time and effort 
associated with these analyses. We present the core technologies of the conceptual 
framework and evaluated a prototype of the framework, KROSA, in an experiment with 
domain experts at ABB Norway. Initial results confirm the viability of the conceptual 
framework for industrial application. 
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1. Introduction 
Safety analysis is an important aspect of embedded systems development, which is concerned 
with the identification and mitigation of potential hazards, faults, and failure modes of a 
system. Prominent safety analysis procedures, such as Hazard and Operability (HAZOP) 
Study or Failure Mode and Effect Analysis (FMEA), are iterative procedures that are time 
consuming, costly, and typically require a lot of human involvement [1][2][3]. 
Read document  
Keywords 
• IEEE Keywords  
Ontologies, Semantics, Natural language processing, Libraries, Hazards, Humans  
  
• Author Keywords  
natural language processing, Safety 
analysis, HAZOP, FMEA, ontology, requirements, case-based reasoning  
Authors 
Olawande Daramola  
Department of Computer and Information Science, Norwegian University of Science and 
Technology, Norway 
Tor Stålhane  
Department of Computer and Information Science, Norwegian University of Science and 
Technology, Norway 
Thomas Moser  
Christian Doppler Laboratory for, Software Engineering Integration for, Flexible Automation 
Systems, Vienna University of Technology, Austria 
Stefan Biffl  
Christian Doppler Laboratory for, Software Engineering Integration for, Flexible Automation 
Systems, Vienna University of Technology, Austria 
Related Articles 
A bi-criteria scheduling heuristic for distributed embedded systems under reliability and real-
time constraints  
I. Assayad; A. Girault; H. Kalla 
Fault recovery based on checkpointing for hard real-time embedded systems  
Ying Zhang; Krishnendu Chakrabarty 
DODT: Increasing requirements formalism using domain ontologies for improved embedded 
systems development  
Stefan Farfeleder; Thomas Moser; Andreas Krall; Tor Stalhane; Herbert Zojer; Christian 
Panis 
From Disambiguation Failures to Common-Sense Knowledge Acquisition: A Day in the Life 
of an Ontological Semantic System  
Julia M. Taylor; Victor Raskin; Christian F. Hempelmann 
Fuzzy ontology for natural language  
Julia M. Taylor; Victor Raskin 
Understanding the unknown: Unattested input processing in natural language  
Julia M. Taylor; Victor Raskin 
Codesign and Simulated Fault Injection of Safety-Critical Embedded Systems Using 
SystemC  
Jon Perez; Mikel Azkarate-askasua; Antonio Perez 
Synthesis of fault-tolerant embedded systems with checkpointing and replication  
V. Izosimov; P. Pop; P. Eles; Zebo Peng 
SemQ: A proposed framework for representing semantic opposition in the Holy Quran using 
Semantic Web technologies  
Hend S. Al-Khalifa; Maha M. Al-Yahya; Alia Bahanshal; Iman Al-Odah 
Safety-reliability of distributed embedded system fault tolerant units  
J.R. Pimentel 
Purchase Details 
© Copyright 2017 IEEE - All rights reserved. Use of this web site signifies your agreement to 
the terms and conditions.  
 
